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Lam viéc voi T3 FCU:
Hudng dan danh cho co quan thyc thi phdp luat

Ban dijch ti€ng Viét tir tai liéu gbc “Working with the T3 FCU: A Guide for Law Enforcement” ca TRON, Tether va TRM
Labs.

TRON, Tether va TRM Labs da hop lwc thanh lap Bon vi Ti pham Tai chinh T3 (T3 Financial Crime
Unit — T3 FCU), mdt sang kién dau tién thudc loai nay ctia khu vire tv nhan, nham phong chéng
hoat dong bat hop phap lién quan dén viéc sir dung stablecoin USDT cua Tether trén blockchain
TRON.

T3 FCU c¢6 thé hé tro nhw thé nao
1. T3 chl dong phat hién cac hoat dong cé dau hiéu bat hop phap lién quan dén USDT trén
blockchain TRON va chuyén bao cao t&i cac co quan thwc thi phap luat (‘LEA”) da duoc
tham dinh dé diéu tra va c6 bién phap xtr ly phu hop.
2. T3 FCU ciing tiép nhan cac dau méi diéu tra tr LEA nham ddy nhanh quy trinh phong téa,
véi sir tham van ctia TRON va ph6i hop cung Tether.

3. Trong cd hai trwong hop, theo yéu cau cla LEA, Tether c6 thé tw nguyén thuc hién phong
téa hanh chinh d6i v&i USDT lién quan dén hoat dong bat hop phap, chi trén mang luwdi
TRON.

Ngwdng rui ro

T3 FCU tap trung vao cac co hoi diéu tra lién quan dén so tién tir 1.000.000,00 USDT tré |én trén
blockchain TRON, du sé tién nay nam trong mot dia chi duy nhét hay dwoc cong gop tir nhiéu dia
chi. Bdi v&i cac dia chi bi nghi ngo ¢6 lién quan dén hoac dwgc sir dung cho khiing b6, ndi dung
xam hai tinh duc tré em (CSAM), pho bién vi khi hily diét hang loat (WMD), cac vu tan cong mang
chia Triéu Tién (DPRK), lan tranh Iénh trirng phat (cia OFAC, NBCTF va Lién Hop Qudc) va toi
pham bao lwc, T3 FCU sé khong ap dung ngudng toi thi€éu. Cac yéu cau phong tda khong dap trng
nguwdng 1 triéu USDT can thuc hién theo quy trinh phong tda tiéu chuan cla Tether.

Cach gri dau moi diéu tra
1. LEA c6 thé glri cac dau moi diéu tra dap (ng yéu cau vé ngudng néu trén toi
t3fcu@trmlabs.com. Cac dau méi diéu tra ma T3 FCU nhan duoc tr LEA sé dwoc phan loai

theo cac mirc wu tién sau:

a. Vipham wu tién cao: khiing bd, CSAM, phd bién WMD, |an tranh Iénh trirng phat, Ilra
dao “pig butchering” (“giét heo”).

b. Vipham wu tién trung binh: cac vu Ira ddo quy mé Ién (= 5 triéu USDT), tan cong/khai
thac 16 héng (hack/exploit), ma doc tdéng tién (ransomware), rira tién theo thoi gian
thue.

c. Vipham wu tién thap: cac vu Itra ddo quy m6 nhoé hon (= 1 triéu USDT), tdi pham mang,
ddi twong rira tién.
2. Vui long cung c8p cac ndi dung sau: bang chirng cho thay da dap (rng ngwdng toi thi€u; loai
hinh t6i pham theo cac mirc phan loai néu trén; cac dia chi va giao dich TRON can phan tich;
b&i canh diéu tra; va tép do thi TRM (TRM graph file) 1am bang chirng bé tro, néu co.
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3. TRM Labs sé ra soat, phan tich di¥ liéu dwgc cung cap va, néu dap (rng day du cac yéu cau,
sé lap Bao céo T3 (T3 Report) dé Tether tham dinh triwdc. Sau khi hoan tat budc sang loc
so bd nay, Bao cao T3 sé duoc chia sé voi LEA da duwoc tham dinh twong &ng.

Cach gwri yéu cau phong téa T3
4. Sau khi nhan duoc Bao cao T3, LEA phai glri yéu cau phong tda t¢i inforequests@tether.to
tiéu dé: Freeze request - Ref: T3 Report [202X-XXX], trong dé dinh kém Bao cao T3 twong
(rng, tép do thi TRM (néu c0), va ndi dung cho phép Tether chuyén truc ti€p cac bén thir ba
c6 khiéu nai (third-party claimants) t&i mot dia chi email do LEA chi dinh. Pay la yéu cau bat
budc. Vui long xem mau yéu cau tir LEA glri Tether dwdi day.

MAu yéu cau phong téa
Ma&u thw gitr nguyén bén tiéng Anh (cot trai) dé tién st dung; cot phai la ban dich tham khdo. Cac 6 t6 vang la phan can
dién.

Ban goc tiéng Anh
To: inforequests@tether.to

Subject: Freeze request - Ref: T3 Report [insert
report number]

This email serves to respectfully request an
administrative freeze of the following accounts,
alleged to be involved in crimes described in the
attached T3 Report [insert report number]:

[addressl]
[address2]
[address3]

These allegations are currently being investigated
by this law enforcement agency.

Please refer third party claimants directly to the
following email address [insert email address].

Finally, for verification purposes here is the [LEA
name] official website and phone number for my
department: [insert website and phone number].

Regards,

[insert Law Enforcement Officer name, contact and
details]

Ban dich tiéng Viét
Dén: inforequests@tether.to

Tiéu dé: Yéu cau phong téa — Tham chiéu: Bao
cdo T3 [dién s6 bao cao]

Thw nay nham tran trong dé nghi phong téa hanh
chinh doi v&i cac tai khoan sau, bi cdo budc co lién
guan dén cac hanh vi pham téi dwoc mo ta trong
Bao céo T3 dinh kem [dién s6 bao cao]:

[dia chi 1]

[dia chi 2]

[dia chi 3]

Céc céo budc nay hién dang dugc co quan thuc
thi phép luat cia chdng téi diéu tra.

Dé nghi chuyén truc tiép cac bén thir ba cé khiéu
nai t&i dia chi email sau: [dién dia chi email].

Cudi cung, dé phuc vu viéc xac minh, sau day la
trang web chinh thirc clia [tén LEA] va sb dién
thoai cla don vi t6i: [dién trang web va s6 dién
thoai].

Trén trong,

[dién ho tén, thong tin lién hé va cac chi tiét khac
cla can bo thuc thi phap luat]

Lwuy

1. Tether phong téa dia chi vi theo quyét dinh riéng va trén co s& tw nguyén. Viéc thuc hién
theo cac budc trén gidp Tether danh gia vu viéc va dé xuét phong tdéa néu vu viéc nam trong
murc ch@p nhan rdi ro clia Tether. Tether sé chuyén céc Iénh cla tdoa an va van ban t6 tung
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cho bd phan c¢6 van phap ly, diéu nay cé thé lam cham hodc can tr@ quy trinh phong téa tw
nguyén von linh hoat hon.

2. Tether ty quyét dinh viéc dwa dia chi vao danh sach den (blacklist). Viéc gtri yéu cau dua
vao danh sach den khéng bao dam Tether sé ap dung danh sach den trueéde khi tai sdn muc
tiéu bi chuyén khéi dia chi lién quan, va Tether ciling khéng cé bat ky nghia vu phap ly nao
phai dap &ng tirng yéu cau riéng |é.

3. Sau khi glri dau mai diéu tra, du ki€n sé nhan dwgc phan hoi so bd trong vong mdt ngay lam
Viéc.

4. Sau khi glri yéu cau phong téa theo quy trinh T3, du ki€n sé cé quyét dinh trong vong 24
gi. Néu Tether chap thuan yéu cau, cac dia chi du kién sé duoc phong téa trong vong:

a. 24 gio doi voi vi pham wu tién cao.
b. 48 gio dbi v&i vi pham wu tién trung binh.
c. 1tuan do6i véivi pham wu tién thap.

5. T3 FCU c6 pham vi hoat dong rong vé dia ly va mi gio; tuy nhién, cac yéu cau khan cap
phai duoc gl téi t3fcu@trmlabs.com véi tieu dé: URGENT REQUEST dé bao dam dugc
Xt ly dang quy trinh.

Ghi chu thuat ngir (caa ngwi dich)

Thuat ngdv Giai nghia

T3 FCU T3 Financial Crime Unit — Bon vi T6i pham Tai chinh T3, do TRON, Tether
va TRM Labs cung thanh lap.

LEA Law Enforcement Agency — co quan thuc thi phap luét.

CSAM Child Sexual Abuse Material — ndi dung xam hai tinh duc tré em.

WMD Weapons of Mass Destruction — vii khi hlly diét hang loat.

DPRK Cong hoa Dan cht Nhan dan Triéu Tién. “DPRK hacks”: cac vu tdn cong
mang do Triéu Tién thuc hién.

OFAC Office of Foreign Assets Control — Van phong Kiém soat Tai san Nwéc ngoai,
B6 Tai chinh Hoa Ky.

NBCTF National Bureau for Counter Terror Financing — Cuc Qudc gia Chéng tai tro

Pig butchering

Administrative freeze

Blacklist
TRM graph file

Third-party claimants

khuing b6 cua Israel.

Lira dao “giét heo”: ké gian lam quen, tao dwng long tin (thwdng qua quan hé
tinh cam) réi du nan nhan dau tw vao nén tang gia mao.

Phong tdéa hanh chinh: viéc Tether ty nguyén phong téa USDT tai dia chi vi
theo dé nghi clia LEA, khac véi phong téa theo Iénh toa an.

Danh sach den: cac dia chi bi Tether chan, khong thé chuyén USDT.
Tép do thi TRM: tép do thi dong tién xuat tir cong cu diéu tra ctia TRM Labs.

Cac bén thir ba c6 khi€u nai hodc yéu cau lién quan dén tai san bi phong
téa.
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